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In an era where digital communication is the backbone 

of business operations, e-mail remains a critical tool for 

organisations worldwide. However, this indispensable 

medium is also a prime target for cyber threats, with over 

90% of attacks against organisations starting from malicious 

emails and 75% of ransomware attacks being email-borne.  

SEP2’s Wingman Email Security is designed from the ground 

up as a Managed Email Security Service that works with you 

to reduce your risk from this new wave of malicious phishing 

emails. Using the latest in patented inline flow technology, 

Wingman Email Security is powered by Check Point’s Harmony 

E-mail and Collaboration (formerly Avanan) to ensure that 

malicious e-mails never land in your user’s inbox. 

Solution Brief: Wingman Email Security
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Protect against social engineering

Block sophisticated social 
engineering attacks such 
as impersonation, zero-day 
phishing and Business Email 
Compromise (BEC) using AI-
trained engines. SEP2’s Wingman 
Email Security solution inspects 
metadata, attachments, links and 
language, as well as all historical 
communications, to determine 
prior trust relationships. It also 
inspects internal communication in 
real-time to prevent lateral attacks 
and insider threats.  

Rapid onboarding  

Wingman Email Security is 
designed to work with 
Microsoft Exchange Online 
(Office 365 Mail) and Gmail. Get 
onboarded with just 7 clicks* and 
start detecting malicious activity 
immediately. Receive retroactive 
scan results within hours to find 
existing threats in your organisation, 
ensuring maximal protection from 
the get-go.  

Communication beyond emails  

Effective communication goes 
beyond emails to tools like Microsoft 
Teams and Slack. Wingman Email 
Security ensures security across 
these channels to protect sensitive 

information, control access to 
confidential data, quarantine 
malicious content and inform users 
of security events.  

File-sharing security  

Secure major file-sharing services 
(Google Drive, ShareFile, OneDrive, 
Sharepoint, Box and Dropbox) from 
malware, ransomware, east-west 
attacks and prevent accidental or 
malicious data loss.   

Data loss prevention  

Wingman Email Security enables 
you to enforce a data leakage policy 
with hundreds of predefined and 
custom data types. Wingman Email 
Security examines the subject, 
body, and attachments, and in 
the event of sensitive data sharing 
such as credit card details, personal 
or competitive information, the 
communication is blocked or 
“unshared” to prevent data leaks.  

Reduce management overhead  

Work seamlessly to administer your 
e-mail from one console.  With the 
ability to determine if e-mails have 
been quarantined by Microsoft or 
with Wingman Email Security in 
one platform, save administration 
time and improve your ROI. 

*with Microsoft Office 365 Mail



Service levels

At SEP2, we recognise that not every organisation has the same needs. To 
help cater to all, Wingman Email Security is available in different packages 
designed to best fit all types and sizes of organisations. 

Install packages

BASICFEATURES* STANDARD ENHANCED

OVERVIEW OF DASHBOARDS 
AND REPORTING FEATURES

HELP DEPLOYING SAML SSO 
INTEGRATIONS

IN-DEPTH POLICY 
CONFIGURATION

ADVANCED  
REPORTING

FOLOW UP SESSION FOR 
ADDITIONAL SUPPORT

INITIAL  
DEPLOYMENT

CONFIGURING INITIAL 
INTEGRATION

BASICS OF SECURITY RULES

OVERVIEW OF DEPLOYMENT 
TYPES



Support Packages

BASICFEATURES* STANDARD ENHANCED

ACCOUNT TAKEOVER 
PREVENTION 

UNAUTHORISED APPLICATION 
DETECTION (SHADOW IT) 

COMPLETE KNOWN MALWARE 
AND ZERO-DAY PROTECTION 

(SANDBOXING) 

ATTACHMENT SANITISATION 
(CDR, THREAT EXTRACTION) 

EMAIL-BASED SUPPORT 
10 REQUESTS INCLUDED 

ANTI-PHISHING FOR INCOMING 
AND INTERNAL EMAILS 

KNOWN MALWARE PREVENTION 
(ANTI-VIRUS) 

URL CLICK-TIME PROTECTION 
(URL RE-WRITING) 

MALICIOUS URL PREVENTION 
(URL PROTECTION) 

EMAIL-BASED SUPPORT 
UNLIMITED REQUESTS

EMAIL, PHONE AND TEAMS 
OR ZOOM-BASED SUPPORT 

UNLIMITED REQUESTS

Add-on packages available: 
•	 Data Loss Prevention & Encryption 
•	 DMARC  
•	 Email Archiving  

If you would like to discuss Wingman Email Security please get in 

touch at info@sep2.security


